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Introduction

When the installation and configuration of Team Foundation Server has been completed, it’s time
to think about how you will handle security rights and permissions across the different TFS
Components (TFS, Reporting Services and SharePoint).

But before the security task you will also need to act on a Team Project Collection and Team
Project strategy. Team Project Collections are introduced in Team Foundation Server 2010 and
may contain one or many Team Projects. Read this article on MSDN for more information on
organizing TFS with multiple Team Project Collections.

In this document | will only describe a common approach how to handle security rights and
permissions for Team Projects in Team Foundation Server 2010.

Content:
e New Team Project

o Group Membership for Team Project

o What about Security for SharePoint and Reporting Services
o Welcoming the TFS Administration Tool (v2.1)

o Make use of Active Directory groups


http://msdn.microsoft.com/en-us/library/dd236915.aspx
http://msdn.microsoft.com/en-us/library/dd236915.aspx
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New Team Project

For creating a new Team Project in an existing Team Project Collection, you need to be part of the
“Team Project Collection Adminstrators” group.

(G bl Sy

Team Project Collection: __ = "7~ "\DemoCollection

Users and Groups:

Mame & Description
L# [DemoCollection]\P roject Collection Administrators Members of this application group can perform all privileged oper
‘% [DemoCollection]\Project Collection Build Administrators  Members of this group should include accounts for people who sh
‘% [DemoCollection]\Project Collection Build Service Accounts Members of this group should include the service accounts used b
‘% [DemoCollection]\Project Collection Proxy Service Accounts This group should only include service accounts used by proxies se
‘% [DemoCollection]\Project Collection Service Accounts This application group contains Team Project Collection service ac

‘% [DemoCollection]'Project Cellection Test Service Accounts  Members of this group should include the service accounts used by =
<« | i |

Add users and groups

@ Team Foundation Server Group

) Windows User or Group

Permissicns for [DemeCollection]\Project Collection Administrators:

Permission Allow Deny =
~reateawoTkspace
Create new projects
Petetetearrproject

Edit collection-level information

Make requests on behalf of others

Manage build resources

H|E | = 5 =)

=
KA L T

If your deployment utilizes SQL Server Reporting Services or SharePoint Products, you must alse configure permissiens in that software
for Team Foundation Server users. For more information, press F1.

Creating a new Team Project can be done in Team Explorer by right-clicking the Team Project
Collection and choosing “New Team Project ...”.
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Group Membership for Team Project

Once a Team Project is created by the Team Project creation wizard, 4 Project Groups are defined
on the newly created Team Project: Builders, Contributors, Project Administrators and Readers.

Team Explorer
= [ &

———- 7" "\DemoCollection
My Favorites
rojectSecurity |

[%5  Show Praject Portal... Ttem Templates

(@ Team Project Process Guidance Ttems

A Project Alerts... r’::"ts

K Remove Del N

Refresh Members
Team Project Settings » Security...

Properties Alt+Enter Group Membership...

Arcas and terations...
Portal Seftings.

Source Control...

Team Members...

Team Project Collection: ST TMDemoCollection
Tearn project: TeamProjectSecurity

Groups:

MName 4 Description
;:1;'# [TeamProjectSecurity]\Builders Members of this group can create, modify and de
‘% [TeamProjectSecurity]\Contributors Members of this group can add, modify, and dele
‘ﬁ [TeamProjectSecurity]\Project Administrators Members of this group can perform all cperation
‘% [TeamProjectSecurity]\Readers Members of this group have access to the team p

4| 11 | 3

Show global groups Mew... l [ Remove l [ Properties...

If your deployment utilizes SQL Server Reporting Services or SharePoint Products, you must also
configure permissicns in that software for Team Foundation Server users. For more information,

press F1.
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All those project groups have a different permission set.

Team Explorer

4 | i
© "DemoCollection
[Z] My Favorites
4 |_§ TeamProiectSecurity
Show Project Portal...
4 Team Project Process Guidance
" Project Alerts...
14
b Remove

Blxe@®®

Refresh

Security... Team Project 5ettings

0

Group Membership... Properties

Areas and Iterations...
Portal Settings...
Source Control...

Team Members...

Team Project Collection: _.ue. ‘\DemoCollection
Team project: TeamProjectSecurity
Users and Groups:

MName 4 Description -
& [TeamProjectSecurity]\Builders Members of this group car
;;:‘.ﬁ [TeamProjectSecurity]\Contributors Members of this group ca
.% [TeamProjectSecurity]\Project Administrators Members of this group carE|
.% [TeamProjectSecurity]\Readers Members of this group hay -
< i |

Add users and groups

@ Team Foundation Server Group

() Windows User or Group

G’elmions for |_'I'eamPlojectSeculil}r]\Contlihulms:)

Permission Allow Deny =
Create test runs

Delete team project
Delete test runs

Edit project-level information
Manage test configurations [

If your deployment utilizes SQL Server Reporting Services or SharePoint Products, you must
also confit permissions in that sof for Team Foundation Server users. For more
information, press F1.

Note that these project groups and the according permissions are defined in the chosen process
template. You are able to add project groups and you may modify existing permission sets.
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What about security for SharePoint and Reporting?

User account is added to the “Project Administrators” role
o o
Team Project Collection: .. ~° _._.\DemoCollection

Team project: TeamProjectSecurity

Group name: Project Administrators

ers of this group can perform all

Description:

6 characters maximum

F N SPARKLES\pieter

User account gets full control on the associated SharePoint Team Portal website

.| Permissions: TeamProjectSecurity

The Project Groups defined above only handle security for Team Foundation Server and not the
security rights and permissions for the other involved TFS components: SharePoint and SQL
Server Reporting Services. Those security rights and permission are managed separately.

At Team Project creation time, only the account that was used to setup the Team Project gets the
appropriate security rights and permissions across all platforms:

Site &ctiohs ~ @Y Browse
P 9 @ & Permission Levels
@Q o %% @Manage Access Requests
Inherit Grant Create Edit User Remoaowve User Chedk

Permissions Permissions Group  Permissions Permissions  Permissions

Inheritance Grant Modify Check Manage

This web site has unigue permissions.

Team Web Access =S 53
Dashboards - Pieter Gheysens {SPARKLES|pieter) User
Burndown

Cuality

Fermission Levels

Full Control
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e User account is added to the Team Foundation Content Manager Role for the Team Project

Reports section (SQL Server Reporting Services)

1w -

é TeamProjectSecurity - Report Manager | |

dome = TfsReports = DemoCollection

) SOL Server Reporting Services

~& TeamProjectSecurity
i, Edit Tterm Security

Froperties Group ar User + Role(s)

T:Ih"ll “L:III;II; tlﬂ:ul UIItUII‘l I"."IGIIGHUI
Security ( SPARKLESWPister Tearn Foundation Cortent Manager )

When a new team member needs access to the different TFS components, you will need to assign
the required permissions on all these components individually. If you only assign the appropriate
rights on Team Foundation Server in the Project Groups of the involved Team Project, that user
will not have the desired permissions on SharePoint and Reporting Services. That’s the familiar
situation of the red cross for “Documents” and/or “Reports”.

Team Explorer
<114 | %3
% . — \DemoCollection
j My Favorites
4 |3} TeamProjectSecurity
[ Work Item Templates
> _='_~| Work Items

A

Tearn Members
Source Control

In the end, this requires a lot of manual work to set the desired security rights of all individual
team members that are added/removed during the life of a Team Project ...
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Welcoming the TFS Administration Tool (v2.1)

Luckily a tool has been published at Codeplex (http://tfsadmin.codeplex.com/) that will make life
of TFS Administrators a bit easier.

The TFS Administration Tool allows Team Foundation Server administrators to manage user
permissions on all three platforms utilized by Team Foundation Server: Team Foundation Server,
SharePoint, and SQL Server Reporting Services. The tool also allows administrators to easily copy

user permissions among team projects and to easily identify any missing permissions on any of the
three platforms.

The v2.1 release is the first release which is built on top of the object model from TFS 2010 (only
prerequisite = Team Explorer 2010).

T TFS Administration Tool 2.1 = | e 28

i3 Connect  Jle Disconnect i+ Add User(s) [f Edit User(s) ¢ Delete User(s) Import User(s) | [2] Refresh @ About
ERLH ~ "M\DemaCollection Userh Displayht Team Foundation SharePoint Reporting
(7} TeamProjectSecurity seriiame splaytiams Roles Roles Services Roles
[ ¢ sessee aGriot e foraginc.-
I
User(s) Configuration @
User(s) Information
« | m 4
Browse
: Commit Changes
Domain Name Display Name:

User Name SPARKLES'pieter Pieter Gheysens lier F
O 1 3
11\ Pending Changes

Editing selected users
Role Corfiguration
Team Foundation Rol Sharepoint Fol Reporting Services Rol piors to manage user
eam Foundation Roles Erepoi es orting Services Roles e Foundation Sen
[ Builders [] Contribute: [ Browser » .
[ Contributors [ Design [ Content Manager ministrators to easily ¢
Project Administrators Full Control [C] My Reports Ig permissions on any
[C] Readers [[]Read [ Publisher
[] View Only [ Report Builder
Team Foundation Conte|
odel from TFS 2010 (¢
[7] Select/Unselect Al [T] Select/Unselect Al [7] Select/Unselect Al

The screenshot above shows the situation that was used in the previous paragraphs. My user
account was added during the Team Project creation as a Project Admin in TFS, got Full Control
on the SharePoint website and became part of the Team Foundation Content Manager role on
SQL Reporting Services. Adding/Removing users on all platforms has now been centralized.


http://tfsadmin.codeplex.com/
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Make use of Active Directory groups

To go one step further, it’s really recommended to use Active Directory groups to manage
security rights and permissions across all TFS components. Instead of assigning security rights and
permissions to individual user accounts, it’s better to work with Active Directory (AD) groups. Just
after a Team Project has been created, you will need to manufacture an Active Directory group
for Project Administrators, Contributors and Readers. With the Tfs Admin tool, you can then
assign the appropriate security rights and permissions to the AD groups. Once the permissions
are set for the AD groups across the 3 platforms (TFS, SharePoint and Reporting Services), it will
suffice to only add/remove individual user accounts to the AD groups for setting the required
access rights.

1. Create Team Project X
2. Create Active Directory groups
a. TFS-<TPCName>-<TPName>-Admins
b. TFS-<TPCName>-<TPName>-Contributors
c. TFS-<TPCName>-<TPName>-Readers
3. Assign appropriate permissions to Active Directory groups via TFS Admin Tool
a. “Admins”
i. TFS: Project Administrators
ii. SharePoint: Full Control
iii. Reporting Services: Team Foundation Content Manager
b. “Contributors”
i. TFS: Contributors
ii. SharePoint: Contribute
iii. Reporting Services: Browser
c. “Readers”
i. TFS: Readers
ii. SharePoint: Read
iii. Reporting Services: Browser
4. Add/Remove individual user accounts to Active Directory groups
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Resources & Links

e Organizing your Team Foundation Server with Team Project Collections:
http://msdn.microsoft.com/en-us/library/dd236915(VS.100).aspx

e Fine-grained permissions in TFS 2010:
http://intovsts.net/2009/09/03/more-fine-grained-permissions-in-tfs2010/

e Organizing Your Server with Team Project Collections:
http://msdn.microsoft.com/en-us/library/dd236915.aspx

e Team Foundation Server 2010 Permissions:
http://msdn.microsoft.com/en-us/library/ms252587(VS.100).aspx

e Team Foundation Server Administration Tool v2.1 (Codeplex):
http://tfsadmin.codeplex.com/



http://msdn.microsoft.com/en-us/library/dd236915(VS.100).aspx
http://intovsts.net/2009/09/03/more-fine-grained-permissions-in-tfs2010/
http://msdn.microsoft.com/en-us/library/dd236915.aspx
http://msdn.microsoft.com/en-us/library/ms252587(VS.100).aspx
http://tfsadmin.codeplex.com/

